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Abstract—This paper introduces a new image encryption algo-
rithm based on the parametric discrete cosine transform (PDCT).
It combines the PDCT with the phase encoding technique to form
a double-level encryption and provides high security protection
to images with a low computation cost. Simulations and analysis
are provided to show the excellent encryption performance of the
proposed algorithm in protecting different types of images.

Index Terms—Parametric discrete cosine transform, image
encryption, phase encoding, double encryption

I. INTRODUCTION

With rapid development of networks and communications,
more and more private and sensitive images spread on the
Internet. Security of these images attract more concerns of
people and researchers. Image encryption is a tool of protecting
images by transforming them into noise-like formats. The
fundamental challenges in image encryption are often derived
from three factors [1]: 1) image files are of large volumes;
2) image pixels generally have strong correlations; 3) image
encryption is required for real-time processing. Therefore,
traditional encryption methods i.e. the public-key encryption
method, advanced encryption standard (AES) and international
data encryption algorithm (IDEA), are not suitable for image
encryption due to the high computational complexity [1, 2].

To encrypt images efficiently with an acceptable level of
security, many image encryption techniques have been pro-
posed [3-7]. Encryption algorithms have been developed based
on the discrete cosine transform (DCT) due to the wide use of
DCT. They first transfer images into the frequency domain
using the DCT, and encrypt images by utilizing different
technologies to change the DCT coefficient matrices [3, 5],
quantization tables [7] and Huffman tables [8]. The encryption
performance and security of the DCT based algorithms are
dependent only on these used technologies.

Several image encryption methods are based on parametric
discrete transforms such as the fractional Fourier transform [9],
parametric cosine transform [4] and randomized orthogonal
transform [6]. They encrypt images by controlling the param-
eters of these discrete transforms.

All these methods can protect images with a high level of
security. Security keys are extremely important for authorized
users because the original images can be completely recovered
only when the correct security keys are being utilized. Other-
wise, the incorrectly decrypted images are generally noise-like
and unrecognizable.
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However, this phenomenon provides a new direction for
image encryption, namely, using one set of security keys to
encrypt the original image and a different set of security
keys for the decryption process to generate the final encrypted
image. Theoretically, this encryption scheme has a large key
space but requires double processes (encryption and decryp-
tion) to encrypt images. Correspondingly, it may require a high
computation cost.

Using this new concept while avoiding this side effect,
this paper proposes a new image encryption algorithm using
the parametric DCT (PDCT) and phase encoding technique.
The proposed algorithm first encrypts the original images
by transforming them into the frequency domain using the
PDCT with one set of parameters, applies phase encoding and
scrambling to encrypt the PDCT coefficients, and utilizes the
inverse PDCT (IPDCT) with a different set of parameters to
transfer the images back into the spatial domain, obtaining
the final encrypted images. The proposed algorithm uses these
double-level encryption processes to protect images with a
high level of security while maintaining the computation
cost similar to existing frequency-domain-based encryption
methods. Experimental results and analysis will be given.

The rest of this paper is organized as follows. Section II
reviews the PDCT. In Section III, the proposed algorithm is
presented in detail. Section IV shows the simulation results on
different types of images. In Section V, the security analysis
is demonstrated. Section VI concludes this paper.

II. PARAMETRIC DISCRETE COSINE TRANSFORMATION

The parametric discrete cosine transformation (PDCT) is
a generalization of the traditional DCT, in which a different
set of parameters results in a different type of DCT. The
expression of PDCT is described as [4]
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where n, k are integers, 0 < n,k < (N — 1) and {M, ag, a1,
g, lin,} are parameters. By applying this transformation to
an input sequence (Yo, Y1, Y2, - - -, YnN—1), its frequency coeffi-
cients (Yo, Y1,Ys,...,Yy_1) will be obtained. Using different
combinations of parameters, Equation (1) can generate a set
of different DCTs. Especially, by selecting certain values of
{M,ag,a1, a2, fink}, 8 traditional DCTs (i.e. DCT-I, DCT-II,
..., DCT-VIII) can be generated from the PDCT.



By extending the PDCT concept into the two dimension
(2D) version, the 2D PDCT is defined here,
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where  { My, a10, a11, @12, finy ke, M2, G20, G215 Q22 finsg ks }

are parameters of the 2D PDCT. With 10 parameters, the 2D

PDCT becomes a powerful tool for the 2D data (i.e. image)

processing.

III. IMAGE DOUBLE ENCRYPTION ALGORITHM

Here, we propose a new concept of image encryption.
It encrypts an original image using one set of security keys
and then follows a decryption process with a different set
of security keys to obtain the encrypted image. This concept,
however, may have a high computation cost because it needs
two processes to generate the encrypted images. Using this
concept while minimizing the computation cost, this section
introduces a new PDCT based image double encryption algo-
rithm, called the PDCT-IDEA.
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Fig. 1.

Block diagram of the proposed algorithm.

The proposed PDCT-IDEA is shown in Fig. 1. The
original image is transformed into the frequency do-
main by the PDCT with parameters: {My,ai0,a11,a12,
Hny k> Ma, a20, 21, G22, finsy k, ;- The algorithm changes val-
ues of the PDCT coefficients using a phase encoding
process, changes their locations using a scrambling pro-
cess, and then uses an IPDCT with parameters {M,a},,
i1y Qs f,, oy s M3, G0 Aoyy Aoy iy, 4} to transfer  them
back into the spatial domain, obtaining the encrypted image.

When the PDCT and IPDCT use different sets of param-
eters, based on the new concept, they are considered as the
image encryption and decryption processes, respectively. The
proposed PDCT-IDEA provides a double-level encryption to
images. The first-level encryption is performed by the PDCT
and IPDCT while the second-level encryption consists of the
phase encoding and scrambling processes.

Notice that, when the PDCT and IPDCT use the same set
of parameters, they have functions similar to the traditional
DCT and IDCT. Due to the fact that the DCT and IDCT
are mandatory processes for the DCT-based image processing,
the PDCT and IPDCT perform image encryption without
additional computation costs.

With specific parameter settings, the PDCT and IPDCT can
revert back to the DCT and IDCT. Thus, the proposed PDCT-
IDEA becomes a DCT-based encryption method. It contains
only the phase encoding and scrambling processes which act as
the substitution and permutation roles, respectively. The phase
encoding processing is defined by,

d(u,v) = g(u,v) cos (27 p(u,v)) 3)

where g(u,v) is the PDCT coefficient matrix of the original
image with size of W x L; d(u,v) is the resulting coefficient
matrix; p(u,v) is a random matrix with the data range of [0, 1]
and the same size of g(u,v). Note that p(u,v) is considered
as a random phase to g(u,v).

p(u,v) is generated from the logistic map which can be
expressed here,
Tpt1 = rxn(l — x,) @

where xo and r (r € [3.57,4]) are the initial value and
parameter, respectively.

To compute p(u,v), we first use {xp1,r1} to generate a
1D sequence S; with length of WL, and covert it into p(u, v)
using Equation (5),

p(u,v) = 2828, ((u— 1)L +v) — [2%28 (u — 1)L +v) | (5)

where |-] is a floor operator which maps the input value into
its largest previous integer.

After phase encoding, scrambling is designed to change
the coefficient locations within the matrix d(u,v) and break
the coefficient correlations. In this paper, scrambling is im-
plemented using the logistic map with the initial parameter
settings {2, 72}. The scrambled coefficient matrix h(u,v) is
obtained according to the following Algorithm 1,

Algorithm 1 The Scrambling Algorithm

Input: The coefficient matrix d(w, v) with size of W L and parameters {2, 2}
: Generate S using Equation (4) with parameters {xo2, 72}
Obtain Q from S2: Q(i) + round((23282 () — |23282(i) | )WL)
Convert d(u, v) to a 1D matrix D: D((u — 1)L 4 v)  d(u, v)
for i = 1to WL do
Swapping the values of D (%) and D(Q(%))
end for
Convert D to a 2D matrix h(u, v) with size of W L: h(u,v) < D((u—1)L+
v)
Output: The scrambled coefficient matrix h(u, v)
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For image decryption, when the authorized users utilize
the correct security keys and follow the inverse steps of the
PDCT-IDEA in Fig. 1, the original image can be completely
reconstructed.

The security keys of the PDCT-IDEA consist of four
portions: (1) the PDCT parameters { M1, a10, 11,012, fin, ki »
My, asg, a1, aos, ,un%kz}; (2) parameters for phase cod-
ing {xo1,71 }; (3) parameters for the scrambling process
{z02,72}; and (4) the IPDCT parameters {M;,a}q, @)1, a}a,
Hony kys M3, Gy, @5 Qo fir,, 1.} Thus, there are 24 parame-
ters in total. Each parameter has a large number of possible
choices. The PDCT-IDEA can withstand the brute-force attack.

In summary, the proposed PDCT-IDEA is based on a
new concept of image encryption, and protects different types
of images using a double-level encryption. It has a similar
computation cost to most existing frequency-domain-based
encryption algorithms. The original images is protected with
a high level of security.

IV. SIMULATION RESULTS

This section provides several simulation results using the
PDCT-IDEA to encrypt different types of images such as
grayscale, binary, medical, biometric and color images. For



simplicity, in the rest of this paper, we follow the same
parameter settings unless specified. The PDCT and IPDCT use
a set of predefined keys {M; = W,a19 = 1,a11 = 0,a12 =
0'57,U’n1,k:1 = { \/% EZﬁg; 7M2 == L7a20 = 1,(121 - Oa
azs = 0.5, fng ey = { % mZy Y and {M; = W,ay0 =

1,a11 = 0.5,(112 = 0'5’Mn1,k1 = \/Q/W,MQ = L,a20 =
1,a21 = 0.5,a20 = 0.5, iny ky, = \/2/L}. We set parameters
of the logistic map {z¢; = 0.25,r; = 3.9} to generate random
phase matrix for phasing encoding, and {zg2 = 0.27,7 =
3.8} for the scrambling process.
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Fig. 2. The PDCT-IDEA encryption results of different types of images. The
top, middle and bottom rows show the original, encrypted and reconstructed
images; (a) grayscale image; (b) binary image; (c) biometric image; (d)
medical image; (e) color image.

Fig. 2 shows the experimental results on the grayscale,
binary, biometric, medical and color images. It is clear to see
that all encrypted images are texture-like and unrecognizable
(see images in the middle row), and that the original images
are completely recovered (i.e. images in the bottom row) when
the correct security keys are being utilized.

V. SECURITY ANALYSIS

In this section, the security analysis will be performed,
including key space, key sensitivity, differential and correlation
analysis.

A. Security Key Space

As mentioned in Section III, the security keys of the PDCT-
IDEA contain 24 parameters which are rational numbers.
{zo1,71 } and {xpe2,r2} are parameters of the logistic map.
The data ranges of xg1,xg2 and 71,75 are (0,1) and [3.57,4],
respectively. Each of them has a large number of possible
choices. For 20 parameters in the PDCT and IPDCT, although
there are limited number of the qualified combinations of the
PDCT parameters to ensure that the PDCT is invertible, total
possible choices of these 20 parameters are still sufficiently
large. For example, suppose there are only 10 possible choices
for each parameter, the PDCT-IDEA’s key space is 10?4, Thus,
the PDCT-IDEA has an extremely large key space and is able
to withstand the brute-force attack.

B. Key Sensitivity Analysis

For an excellent encryption algorithm, the encryption and
decryption procedures should be highly sensitive to the security

key changes. Here, we perform the key sensitivity tests in both
the encryption and decryption procedures.

1) Key Sensitivity in Image Encryption: xp1is one of two
keys in the phase encoding stage. We choose it for the key
sensitivity test in the image encryption procedure. The results
are shown in Fig. 3. First, the original image in Fig. 3(a)
is encrypted using two groups of security keys. The only
difference between two key groups is that xp; is 0.3 in one
group but 0.4 in the other group. The corresponding encrypted
images are shown in Figs. 3(b) and (c). Their pixel-to-pixel
difference is shown in Fig. 3(d).
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Fig. 3. Key sensitivity test for image encryption with a small change applied
to xo1; (a) original image; (b) encrypted image, zo1 = 0.3; (c) encrypted
image, zo1 = 0.4; (d) the difference between (b) and (c).

As can be seen, the encrypted results of the PDCT-IDEA
are totally different (see Fig. 3(d)) when x(p; has a small
change. This demonstrates that a small change in the security
keys will lead to completely different encrypted images.

2) Key Sensitivity in Image Decryption: In this test, xgz, 2
in scrambling stage are chosen. First, {zg2 = 0.5,73 = 3.9}
are used to encrypt a fingerprint image in the encryption
procedure. Then, we use {0.5, 3.9}, {0.5, 3.8} and {04, 3.9}
as different settings of {xg2,72} for image decryption. The
decrypted images are shown in Fig. 4. As shown in Fig. 4(a),
the original image can be completely reconstructed only when
the correct security keys are being utilized. Otherwise, even
a slight change in the security keys will result in different,
texture-like and unrecognized decrypted images such as Figs.
4(b) and (c).

(a) (b) (©)
Fig. 4. Key sensitivity test for image decryption; Images are decrypted with
(a) the correct keys: zo2 = 0.5, 72 = 3.9; (b) a small change in r2: ro = 3.8;
(c) a small change in zo2: zo2 = 0.4, respectively.

Based on the key sensitivity tests in both the encryption and
decryption procedures, the PDCT-IDEA has high sensitivity to
the security key changes.

C. Correlation Coefficients Analysis

In this analysis, we use the medical image in Fig. 2(d) as
an example to show the image correlation changes before and
after applying the PDCT-IDEA. In the horizontal, vertical and
diagonal directions, 5000 pairs of adjacent pixels are chosen
randomly both in the original image (the image in the first



row of Fig. 2(d)) and its encrypted image (the image in the
second row of Fig. 2(d)). The correlation diagrams in each
direction are shown in Fig. 5. As can be seen, pixels in the
original image have high correlations in each direction because
the values of adjacent pixels are equal or much close. However
adjacent pixel values in the encrypted image in all directions
distribute dramatically in a large dynamic range.
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Fig. 5. Adjacent pixel correlations within the image before and after applying
the PDCT-IDEA. The top and bottom rows plot correction diagrams of the
original and encrypted images in the (a) horizontal (b) vertical and (c) diagonal
directions, respectively.

D. Differential Analysis

To demonstrate the PDCT-IDEA’s performance in against
of the differential attack, we show the experimental results of
the sensitivity test on changes in the original image.

In this experiment, changing one pixel in the original image
at the location (200, 200) to 0, we obtain two images (Figs.
6(a) and (b)). They are then encrypted by the PDCT-IDEA
with the same set of security keys. The encryption results are
shown in Figs. 6(d) and (e). Their pixel-to-pixel difference is
shown in Fig. 6(f). It is clear to see that one pixel change
in the original image leads to completely different encrypted
images. This demonstrates that the PDCT-IDEA is extremely
sensitive to the change of the original image and can resist the
differential attack.

(d) © ®
Fig. 6. Differential Analysis; (a) The original image; (b) The image generated
from (a) after one pixel change in the original image at location (200, 200);
(c) Difference between (a) and (b); (d) Encrypted image of (a); (e) Encrypted
image of (b); (f) Difference between (d) and (e).

VI. CONCLUSION

In this paper, the PDCT based double encryption algorithm
has been proposed for protecting different types of images. In
the proposed algorithm, the PDCT and IPDCT are combined
with the phase encoding technique to form a double encryption
algorithm. The PDCT and IPDCT for image encryption here
follow the new concept of using the encryption and decryption
processes to encrypt the images while avoiding the high
computation cost. The phase encoding and scrambling are
applied to enhance the encryption effect of the PDCT and
IPDCT. Simulation and analysis results have shown that the
PDCT-IDEA is able to protect different types of images with
a high level of security.
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